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Purpose

The purpose of this plan is to provide guidance and requirements necessary for jobsite security for our operations.
Scope

This procedure applies to all COMPANY employees.  When work is performed on a non-owned or operated site, the operator’s program shall take precedence, however, this document covers COMPANY employees and contractors and shall be used on owned premises, or when an operator’s program doesn’t exist or is less stringent.

Responsibilities

· The Safety Manager shall administer the Jobsite Security Program. 

· Supervisors and Managers shall ensure the requirements of this program are followed and implemented.

· Employees shall understand this program, follow its guidelines and report any unsafe work conditions.

General Information

Statement That COMPANY is Committed to Prevention and/or Reduction of Jobsite Security-Related Incidents or Breaches
· The COMPANY Jobsite Security program must include (seen in this header) a statement indicating the company's commitment to prevention and/or reduction of security breaches/incidents.

Risk Assessment
A risk assessment must be conducted to evaluate the risk of jobsite security incidents.  COMPANY must assess the risk of security incidents. A general Risk Assessment should be performed at the company level to address common risks across job sites. Security should also be addressed at each job site during pre-job meetings/toolbox talks/hazard assessments (JSAs). Affected employees should be provided an opportunity to participate in risk assessments.  

See form at the end of this document.
Measures That Can Be Used To Reduce Jobsite Security Incidents
COMPANY must implement control measures to reduce or eliminate security incidents. This may include, but is not limited to, posted signage, restricted access to work areas, locked doors, keycards, security cameras, alarms, fencing, lighting, personal protective devices, security guards, background checks, time-lock safes and other robbery prevention measures.

Reporting
Jobsite security incidents must be reported immediately.  COMPANY must ensure security breaches/incidents are reported immediately. If the incident occurred at a client site, the client host should be notified immediately.

Incident Investigation
An incident investigation will be conducted following a jobsite security incident.  COMPANY must ensure an incident investigation will be completed when a jobsite security incident occurs. The goal of the investigation is to identify root causes and take corrective action to reduce the potential for future incidents.

Training
Employees Being Informed

Employees are informed of the company's jobsite security policies and procedures.  COMPANY must ensure employees are trained on policies, procedures and workplace arrangements to prevent security incidents, the appropriate response (including how to obtain assistance) and procedures for reporting, investigating and documenting security incidents.  Retraining shall be provided any time these policies or procedures are changed or updated.

All training shall be documented and retained at the corporate office.

JOBSITE SECURITY RISK ASSESSMENT

Jobsite Name:  

	Item
	Yes
	No
	N/A
	Control Measures / Comments

	Are background checks conducted on all employees in sensitive jobs and following transfer requests to more sensitive jobs?
	
	
	
	

	Is appropriate perimeter protection in place?
	
	
	
	

	Are physical barriers in place that limit vehicle access where required.
	
	
	
	

	Are the perimeter doors, gates, windows and docks secured and in good working condition?
	
	
	
	

	Are the perimeter doors, gates and docks adequately staffed during working hours and secured after hours?
	
	
	
	

	Are security surveillance cameras and perimeter (docks, doors, gates and windows) alarms in place?
	
	
	
	

	Are surveillance video records properly archived?
	
	
	
	

	Are security cameras and alarms inspected and tested on a regular basis?
	
	
	
	

	Is there regular patrolling of the perimeter to inspect the fence line damage, clear zone, obstructions, unoccupied/ unidentified vehicles and other breaches?
	
	
	
	

	Is the perimeter lighting adequate?
	
	
	
	

	Is there a parking lot security plan in place?
	
	
	
	

	Are proper warning signs posted (e.g.no trespassing, driver direction, restricted areas, etc.)?
	
	
	
	

	Are all visitors and contractors screened and required to sign-in/sign-out and produce valid photo identification?
	
	
	
	

	Are sensitive areas identified and properly secured for authorized access?
	
	
	
	

	Are locks changed immediately when the key controls are compromised?
	
	
	
	

	Add Others as Needed for Specific Jobsite
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