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Purpose

The purpose of this plan is to provide basic security awareness training to information system users (including managers, senior executives, and contractors) regarding Malware and protection against.
Scope

This procedure applies to all JL ALLEN SERVICES, INC employees.  When work is performed on a non-owned or operated site, the operator’s program shall take precedence, however, this document covers JL ALLEN SERVICES, INC employees and contractors and shall be used on owned premises, or when an operator’s program does not exist or is less stringent.

Responsibilities

· The IT Manager or designated manager will be responsible for implementation and enforcement of this procedure. 

· Supervisors and Managers shall ensure the requirements of this procedure are followed and implemented.

· Employees shall understand this procedure, follow its guidelines, and report any possible weak links in our information security.
General Requirements
Anti-Malware Installation
JL ALLEN SERVICES, INC computers have anti-malware software installed.  There must be protections put in place to stop harmful software from spreading and damaging our system and the system of any client we work with or for.
Anti-Malware Software Updating
The protections used to stop harmful software from spreading must be updated when new releases are available. Keeping software updated helps prevent harmful software from infecting your devices and is part of keeping our network safe.

Configuration of Devices to Conduct Anti-Malware Scans

Networks and devices that use networks must be scanned regularly to check for files that may contain malware or any other harmful software.

Removable Media

Removable media (CDs, DVDs, and USB drives, for example) are protected. There are many forms of protection. Encryption is one example, but JL ALLEN SERVICES, INC looks at specific hazards and needs and must be done to see what is right for it and our operations. Any removable media connected to a JL ALLEN SERVICES, INC device must be scanned for malware or other harmful software.

What is Malware?

Malware is any software intentionally designed to cause damage to a computer, server, client, or computer network. A wide variety of malware types exist, including computer viruses, worms, Trojan horses, ransomware, spyware, adware, rogue software, and scareware.  The terms "virus" and "malware" are often used interchangeably.  Malware is a catch-all term for any type of malicious software, regardless of how it works, its intent, or how it is distributed. A virus is a specific type of malware that self-replicates by inserting its code into other programs.

For more information from the National Institute of Standards and Technology see:  
· https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
Training
Employees must be trained on anti-malware security as part of initial training based on their job description and responsibilities.  
	Uncontrolled copy if printed.

Valid on day of printing only.
	Printed on: 16 November 2021
	JL Allen Services, Inc.



[image: image1][image: image2.png]